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Abstract:  

A wireless sensor network is a combines by words wireless  and sensor in which  spatially  distributed autonomous sensor are used 

to monitor physical, environmental conditions such as temperature, pressure and to pass their data packets through network to  

main location. If the packets are losses during transmission from source to destination then packet dropping attack will be caused. 

To detect packet dropping attack and recover packets there are various techniques are used. In this paper, the analysis of packet 

recovery under eavesdropping and node compromised attack , lightweight secure scheme for detecting of p rovenance forgery and 

packet dropping attack, identify misbehaving forwarders, investigating packet loss event and channel aware detection of selec t ive 

forwarding attack. Th is paper focuses on novel framework for packet dropping attack in wireless sensor network by combin ing 

catching packet dropper and modifier with SPENA method, this method effectively  recover corrupted packets and increase source 

privacy. 

 

Keywords:  packet dropping; wireless sensor network; attack detection; security; misbehaviour detection, catching packet 
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I. INTRODUCTION 

 

Wireless sensor network is wireless network which consist of 

devices with sensor by which the wireless sensor network can 

monitor environmental and physical condition and 

cooperatively transfer data through network to destination. 

wireless sensor network developed owning of lack of 

application such as military, battlefield surveillance, industrial 

and consumer application, these sensor network applications 

are enormous popular although it includes some limitations 

battery life, low processing power, form factor helps sensor 

node to be hidden in the sensing area. Wireless sensor network 

build by nodes, the nodes are connected to each other and it 

forms a huge network by which the packets transfer from 

source to destination and important one is providing privacy to 

secure the transferred packets. There are various techniques to 

secure and protect packets against eavesdropping, a 

lightweight secure scheme for detecting provenance forgery, 

catching packet droppers and modifier, fine grade analysis 

method, adaptive and channel aware detection. 
 

PACKET DROPPING ATTACK IN WIRELESS SENSOR NETWO RK 

 

Wireless sensor network is developed sensor network 

applicable in  enormous areas, it required  in  many industrial 

areas such as military to personal health monitoring 

applications and it detect event of interest, Sensor node 

monitor environmental area. Wireless sensor network perform 

packet transformation operation, securing packets  a sensor 

network passes through lacks of crit ical problems, packet 

dropping attack is serious problem, it occurs when more than 

one packet are travelling through network and fail to reach 

destination. Packet loss caused due to network Congestion, 

transmission control protocol detect packet loss and perform 

retransmission operation and avoid network congestion. 

 

 

 
Figure.1. Dos attack in wireless sensor network 

 

Packet dropping attack is type of DOS attack, an attacker 

injects network t raffic, which consumes bandwidth on the path 

to the base station and causes the DoS. There are various 

packet dropping attack detection techniques to avoid packet 

loss problems. Few of this analysed in this paper that are as 

follow 
 

 Catching packet  droppers and modifiers in this 

scheme identify misbehaving forwarders that drop or modify 

packets. 
 

 Packet recovery under eavesdropping and node 

compromise attack in this scheme hide source information 

using cryptographic techniques incurring lower overhead. 
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 Detecting provenance forgery and packet drop attacks 

using light weight secure scheme in this introduce efficient 

mechanis m for provenance verification and reconstruction at 

the base station. 

 

 Fine grade analysis of packet loss attack in wireless 

sensor network, in this FGA tool investigates packet loss 

events and report their most likely cause. 

 

 Adaptive and channel aware detection technique for 

detection of selective forward ing attack.  

 

II. BACKGROUND 

 

Wireless sensor network poses variety of problems related to 

security, an important is to make safe and secure source node. 

Compromised source privacy can inadvertently leak event 

location. In periodic collection technique, each node report 

back to base station periodically, irrespective of whether it 

detects event or not. The weakness in the case of periodic 

collection type technique is the latency incurred as well as 

overhead, while in source simulation, it is overhead involved 

another privacy aware parallel routing scheme to maximize the 

source trace back time for the adversary. The events packets 

from same source are routed over different path to the base 

station [1].  

 

For detecting provenance forgery, the chain model of 

provenance and ensure integrity and confidentiality through 

encryption, checksum and incremental chained signature 

mechanis m. Then extend this method by applying digital 

signatures to a DAG model of provenance. However, these 

generic solutions are not aware of the sensor network specific 

assumptions, constraints, etc. Since provenance tends to grow 

very fast, transmission of a large amount of provenance 

informat ion along with data will incur significant bandwidth 

overhead, hence low efficiency and scalability [2].  

 

 For catching packet droppers and modifiers in wireless sensor 

network to detect malicious packet droppers and modifiers is 

limited without identifying them and excluding them from the 

network. Researchers hence have proposed schemes to 

localize and identify packet droppers; one approach is the 

acknowledgment- based scheme [3]. 

 

A packet loss attack detection scheme employing neighboring 

nodes as witnesses that monitor their peers for possible 

misbehaving nodes incorrectly forward ing packets. The 

analysis aims at determining the cause of discarded packets 

and forward ing misbehaviors by means of various network 

parameters (packet size, bit rate in use, node density, and 

interference level) and logs [4].  

 

 In catching packet droppers and modifier the correlat ions 

between link errors and malicious drops are investigated to 

detect selective forward ing attacks. In order to guarantee 

truthful calcu lation for the correlations, they propose a 

homomorphic linear authenticator (HLA) based public 

auditing architecture that allows the detector to verify 

truthfulness acknowledgments reported by nodes [5].  

 

The rest of this paper organized as follow: 

Introduction gives packet dropping attack in wireless sensor 

network wireless sensor network in Section I. Background 

gives a premise of the proposed research problem is pointed 

out, and then the proposed problem is formalized  in  detail in 

Section II. Previous Work done  gives related work of the 

current approaches improving detection methods of packet 

dropping and securing sensor network will be introduced 

briefly in Section III. Section IV. Existing methodology 

discussed in Section V Analysis and Discussion discuss In 

Section VI, Proposed methodology gives  the design and 

implementation process of the proposed algorithm are 

introduced in detail and Possible Result in discussed.  Finally, 

Conclusion of the paper discussed in Section VII.  

 

III. PREVIOUS  WORK DONE 

 

A significant amount of work guided toward using some form 

of simulat ing the source Kamat  et al. (2005) [1] or using a 

random walk has been performed to guarantee source privacy. 

The primary drawback of these approaches is the amount of 

overhead incurred to simulate a source or to redirect  traffic 

randomly. 

 

H.lim, Y. Moon et al.(2010) [2], highlighted the key 

contribution of provenance in systems where the use of 

untrustworthy data may lead to catastrophic failures (e.g., 

SCADA systems). Although provenance modeling, collect ion, 

and querying have been studied extensively for workflows and 

curated databases [K. Muniswamy-reddy et al., 2006], 

provenance in sensor networks has not been properly 

addressed. Disadvantages are existing research employs 

separate transmission channel for data and provenance. 

Traditional provenance security solution use intensively 

cryptography and digital signitures, and they employ append-

based data structure to store provenance, leading to prohibit ive 

costs. 

 

Ye et al. (2007) [3], proposed a probabilistic nested marking 

(PNM) scheme. But with the PNM scheme, modified packets 

should not be filtered out en route because they should be used 

as evidence to infer packet modifiers; hence, it cannot be used 

together with existing packet filtering schemes.  

 

Bocca et al. (2014) [4], propose using RF sensor networks for 

real-t ime device-free localization by leveraging the change in 

RSSI of the various links to infer the targets’ locations Their 

technique is similar to the one in  our p roposed approach, even 

though more geared toward real-t ime tracking of moving 

targets, and their 0.5m average error demonstrates how signal 

strength-based localizat ion approaches can achieve a high 

accuracy. Bekcibasi [4] discuss the classification of factors 

that reduce RSSI accuracy for localizat ion purposes as 

environmental and device factors. 

 

The related works focus on monitoring the packet losses in 

each transmission link and isolating the nodes with High 

packet loss rates from the data forward ing path [B.Xioa,B.yu, 

et al. (2012) [5] These solutions can improve the data delivery 

ratio or network throughput but have little effect on detecting 

selective forwarding attacks.  

 

IV. EXIS TING METHODOLOGY 

 

Packets dropping attack and packet securing and detecting 

techniques are Source privacy under eavesdropping and node 

compromise attacks (SPENA), light weight scheme  , Catching 

packet droppers and modifier , fine- grained analysis (FGA), 

Adaptive and channel aware detection(CRS-A)  
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Source privacy under eaves dropping and node 

compromise attacks (SPENA):  

 

 Source privacy and packet recovery under eavesdropping the 

proposed scheme for hid ing source information using 

cryptographic technique incurring lower overhead. The packet 

is modified en route by dynamically selected nodes to make it 

difficult for a malicious entity to trace back the packet  to a 

source node and also to prevent packet spoofing. This is  

important because the adversary model considers a super-local 

eavesdropper having the ability to compromise sensor nodes. 

 

Lightweight secure scheme :  

 

secure and efficient provenance transmission and processing 

for sensor network, and use provenance to detect packet loss 

attack staged by malicious sensor nodes. The main goal to 

design a provenance encoding and decoding mechanism that 

satisfies such a performance and security. The proposed 

provenance encoding strategy whereby each node on the path 

of a data packet securely embeds provenance information 

within a Bloom filter (BF) that is transmitted along with the 

data[2]. 

 
Catching packet droppers and modifier: 

 

 Simple yet effective scheme to  catch both packet dropper and 

modifiers, in existing system to locate the identity of packet 

dropper and modifier. It has been proposed that node 

continuously monitor and forward ing behaviour their 

neighbour  to determine if the neighbour are misbehaving and 

approach can be extended by using the reputation based 

mechanis m to allow nodes to inter whether a non neighbour 

node is trustable[3] 

 

Fine grade analysis:   

 

FGN tool that observe packet losses in wireless sensor 

network caused by attack affecting the node or attack focused 

on wireless link, the FGN tool investigate packet loss events 

and report their most likely causes[4]. 

 
Adaptive and channel aware  detection:   

 

The CRS-A evaluates the data forwarding behaviors of sensor 

nodes, according to the deviation of the monitored packet loss 

and the estimated normal loss. To optimize the detection 

accuracy of CRS-A, then derive the optimal threshold for 

forwarding evaluation, which is adaptive to the time varied 

channel condition and the estimated attack probabilities of 

compromised nodes. Furthermore, an attack-tolerant data 

forwarding scheme is developed to collaborate with CRS -A 

for stimulat ing the forwarding cooperation of compromised 

nodes and improving the data delivery ratio of the network [5]. 

 

V. ANALYS IS AND DISCUSS ION 

 

Source privacy under eavesdropping and node compromise 

attacks (SPENA) present an encryption-based method to 

compliment other techniques in order to increase source 

privacy. In  this a one-way hash-chain-based keying 

mechanis m is used to hide the source informat ion. The one-

way hash function generates a series of one-time use keys. 

This is further used to obfuscate an additional partial hash by 

dynamically selecting nodes preventing a trace back by the 

adversary. The threat model considered allows the adversary 

to super-locally eavesdrop, while also being able to 

compromise nodes. In super-local eavesdropping, the 

adversary eavesdrops over a local area but can overhear 

communicat ion over a significantly larger coverage area than a 

sensor node. the implementation and workings of SPENA in a 

sample network. In addit ion, in SPENA, the base station can 

recover a corrupt packet by querying an intermediate node and 

estimating the location of the compromised node. This is 

presented as part of the SPENA protocol for working in a 

single-path routing as well as a flooding-based approach [1].  

 

The light weight secure technique relies on in packet bloom 

filters to encode extend the secure provenance verification and 

reconstruction at the base station. In addition evaluate the 

propose technique both analytical and empirically. The main 

goal to design a provenance encoding and decoding 

mechanis m that satisfies such a performance and security. The 

proposed provenance encoding strategy whereby each node on 

the path of a data packet securely embeds provenance 

informat ion with in a Bloom filter (BF) that is transmitted 

along with the data. [2]. 

 

Catching packet droppers and modifier In this two algorithm 

are used that are Node categorizat ion algorithm and heuristic 

ranking  algorithm. When sensor data are transmitted along the 

tree structure toward the sink, each packet  sender or forwarder 

adds a s mall number of ext ra b its, which is called  packet 

marks, to the packet.  

 

The format of the small packet marks is deliberately designed 

such that the sink can obtain very useful informat ion from the 

marks. Specifically, based on the packet marks, the sink can 

figure out the dropping ratio associated with every sensor 

node, and then runs on proposed node categorization 

algorithm to identify nodes that are droppers/modifiers for 

sure or are suspicious droppers/ modifiers. As the tree 

structure dynamically changes every time interval, behaviors 

of sensor nodes can be observed in a large variety of scenarios. 

As the informat ion of node behaviors has been accumulated, 

the sink periodically  runs on  proposed heuristic ranking 

algorithms to identify  most likely bad nodes from suspiciously 

bad nodes.[3]. 

 

Fine grade analysis tool that investigates packet loss event and 

report their most likely cause and profiles the wireless link 

between nodes, as well as neighbourhood, by leveraging 

resident parameters, such as RSSI and LQI, available within 

every received packet. The design of the system is fully 

distributed and event-driven, and its low overhead makes it 

suitable for resource-constrained entities such as wireless 

motes.[4]. 

 

CRS-A, which evaluates the forwarding behaviors of sensor 

nodes by utilizing an adaptive detection threshold. By 

theoretically analyzing its performance, the derive an optimal 

detection threshold for evaluating the forward ing behaviors to 

optimize the detection accuracy of CRS-A.  

 

The optimal detection threshold is  determined for each 

transmission link in a probabilistic way, and can also be 

adaptive to the time-varied channel condition and the attack 

probability of the fo rwarding node[5].  
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Table.1.Advantage and disadvantages of the methods are discussed as shown in Table1. 

Method/  Algorithm 

Used  

Advantages Disadvantages 

Source privacy under 

eavesdropping and 

node compromise 

attacks (SPENA):  

 

1. SPENA is lightweight and makes much fewer 

assumptions while considering a strong threat 

model. 

2. Protecting network fro m adversary by 

preventing source of two packets. 

3. SPENA is flexible with respect to length of 

hashes offered by using two different values. 

 

Performance of the system is enhanced 

with increased system d iversity but 

throughput is not increased. 

Lightweight secure 

scheme 
1. The design efficient technique for provenance 

decoding and verification at the base station. 

2. The secure provenance encoding scheme and 

device a mechanis m that detect packet drop 

attacks staged by malicious forwarding sensor 

node. 

3. Low energy and bandwidth consumption, 

efficient storage and secure transmission.   

4. Results prove the effectiveness and efficiency  

of the lightweight secure provenance scheme in  

detecting packet forgery and loss attacks.   

5. Data packet securely embeds provenance 

informat ion within a Bloom filter (BF) that is 

transmitted along with the data.   

 

Existing research employs separate 

transmission channels for data and 

provenance. 

 

Catching packet 

droppers and 

modifiers 

1. Being effective to identifying both packet 

droppers and modifiers. 

 

2. Low communication and energy overheads. 

3. Being compatible with existing false packet 

filtering scheme. 

 

1. Nodes do not have sufficient energy.  

2. High energy cost. 

. 

Fine grade analysis 1. The analysis is event driven and is carried  out 

simultaneously at every investigation node. 

2. Mult iple investigations take place at same time 

in case in which there is more than one 

misbehaving node in different investigation 

location. 

3. The investigation carried out in a stealthy 

manner. 

 

 

Adaptive and channel 

aware detection 
1. The CRS-A scheme can achieve high detection 

accuracy and improved data delivery ratio.  

2. The secure provenance encoding scheme and 

device a mechanis m that detect packet drop 

attacks staged by malicious forwarding sensor 

node. 

3. Attack detection accuracy of CRS-is higher 

than CDA [2010] algorithm.  

 

 

Performance Attributes for packet dropping attack in wireless 

ad hoc network 

Various performance attributes and proporties considered in 

existing packet d ropping techniques in wireless ad hoc 

network are discussed below: 

 

Throughput:  The throughput is the time interval ratio  

between packets received to the packet sent. In other way, per-

node throughput is the average time of the number of bits 

transmitted by each node to its destination. The sum of per-

node throughput over all the nodes in a network is called the 

throughput of the network. For the packet  dropping detection 

technique throughput decides detection accuracy so that it 

should be high. 

Acknowledgement: the node has received packet and forward  

the packet to next hope and the acknowledgement from hop 

shows successful packet transmission, acknowledgement 

improve accuracy and detect similar fault so that this 

parameter should be increased. 

Timeliness: Regular update in the routing is needed to be 

delivered in  a t imely fashion. Update messages that arrive late 

may  not reflect the true state of the links or routers on the 

network. They can cause incorrect forwarding or even 

propagate false informat ion and weaken the credib ility of the 

update information. If a node that relays information between 

two large connected components is advertised as "down" by 

malicious neighbours, large parts of the network become 

unreachable.  
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VI. PROPOS ED METHODOLOGY 

 

Node categorizat ion algorithm and heuristic ranking algorithm 

combines with SPENA method of source security, it  

additionally recover corrupt packets and increase source 

privacy. When sensor data are transmitted along the tree 

structure toward the sink, each packet sender or forwarder 

adds a small number of ext ra b its, which is called packet 

marks, to the packet. The format o f the small packet marks is 

deliberately designed such that the sink can obtain very useful 

informat ion from the marks. Specifically, based on the packet 

marks, the sink can figure out the dropping ratio associated 

with every sensor node, and then runs on proposed node 

categorization  

 

 
Figure.2. catching packet dropper and modifier with 

SPENA. 

 

Algorithm to identify nodes that are droppers/modifiers for 

sure or are suspicious droppers/ modifiers. As the informat ion 

of node behaviours has been accumulated, the sink 

periodically runs on proposed heuristic ranking algorithms to 

identify most likely bad nodes from suspiciously bad nodes. 

source privacy under eavesdropping and node compromise 

attacks (SPENA) present an encryption-based method to 

compliment other techniques in order to increase source 

privacy. the implementation and workings of SPENA in a 

sample network.  

 

VII. POSSIBLE OUTCOME AND RES AULTS  

 

The goal of this research was to determine the detection of 

packet dropping attack in wireless sensor network and data 

packets privacy and security.  The adversary model considers 

a super-local eavesdropper having the ability to compromise 

sensor nodes and SPENA method for the base station to 

recover corrupted packets and identify the location of the 

compromised node by analysing the proposed work to 

withstand different attack and demonstrate its efficiency with 

in term of overhead and functionality when compared  to 

existing work. the bad nodes can be identified  by our heuristic 

ranking algorithms with small false positive. Extensive 

analysis, simulat ions, and implementation have been 

conducted and verified the effectiveness of the proposed 

scheme. 

 

VII. CONCLUS ION 

 

In Wireless sensor Network the proposed effective scheme to 

identify misbehaving forwarders that drop or modify packets 

and it combines with SPENA method to recover corrupted 

packets .the wireless networking technology is gaining effort 

with  the increasing number of widespread applications. In  this 

paper packet dropping attack detection techniques and data 

privacy and security in Wireless sensor Network is analysed 

and gave an introduction about packet dropping in wireless 

sensor network then explain various detection techniques and 

analysed it. This paper also contains description of already 

available solution for detection techniques. 

 

VIII. FUTURE SCOPE 

 

The plan is  to extend the functionality of the FGA tool in  

proposed work to cover additional events and anomalies, such 

as different kinds of jamming and  also plan to implement 

learning techniques so that  tool can learn from prev ious 

attacks and anticipate future ones.  
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